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2ND ANNUAL CYBER RISK GOVERNANCE
SPRING WORKSHOP

FEEDBACK & PARTICIPANTS

A unique network of CISOs, ClOs, Risk Officers, and Legal Counsels collaborating to
benchmark and develop board-level practice

Extremely valuable. The unique cross section of member Great forum and dialog!
executives encourages wonderful conversation. — Bob Solis,
— Jennifer Doherty, ClO, MIT Lincoln Laboratory

CSO and CIO, Draper Laboratory

[The workshop] and working with this small and | truly appreciated the content
prestigious group was a lot of fun! and structure of the day.
- Jennifer Cook, - Jerry Layden,
Global Leader, IRM Strategy, Planning & Governance, Manulife CEO, CyberSaint
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Morning - Incident After Action Briefings to Inform the Board:

A Role-playing Exercise
“If this is your first

time meeting the

Internal Presentation Moderators Board Audit Risk
o b
Team Committee board, that’s a
. problem.”
Angela Homm Bill Guenther Bob Nesbit
IC\Inhief. Rri]sll;Ofﬂcer Executive Chairman go;nmitte; Chair Meeting with the board
unich Re ACSC efense Science c ; ;
Board, MITRE (ret) Is a high stakes, high
Greg Press Erin Joe ] stress event. As
Global Head, Info. Cyber Executive, Fred Kneip threats and scrutiny
Tech. Security Office of the CISO Head of Product increase, pressure is
Munich Re G L Adoption )
oogie Diligent only going up.
Colin Zick
Partner & Co-Chair, Avi Gesser
Privacy & Data Sec. Partner & Co-Chair, Data .
Foley Hoag Strategy & Sec. Group ACSC Resource:

Debevoise & Plimpton Incident After Action

From the discussion... Report Outline

Prepare board members in advance to ensure your incident briefing goes well (and gets easier).
¢ Inform board of how best practices and SOPs operate, including highlights of incident response plans --
their role is “not being surprised.”
¢ Do not engage the board in table tops. That might lead them to expect active, operational involvement.
o Work with other stakeholders to present a unified front in the room.

Lunch - Working with Law Enforcement:
A conversation with two former FBI special agents

“You don’t want to

Erin Joe Pat Ford

Cybersecurity Executive, Americas Cybersecurity VP & CISO have to make new
Office of the CISO Schneider Electric friends during an
Google

incident.”

From the discussion...

Working with law enforcement is a lot like working with the board.
e The stronger relationships you can build before an incident occurs, the better.
e Be proactive in reaching out and sharing on a regular basis.


https://drive.google.com/file/d/1woQ_mKVVBPS_0D-qrDgFqyH2bEUScoQx/view?usp=drive_link
https://drive.google.com/file/d/1woQ_mKVVBPS_0D-qrDgFqyH2bEUScoQx/view?usp=drive_link
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Afternoon - GenAl Opportunities, Threats, Risks:
Opening presentation from ACSC’s GenAl Co-Chairs

Mark Maybury Marc Zissman ACSC Resources:
Vice President, Assoc Head, Cyber Security &
Commercialization Information Sciences Division M M

Lockheed Martin MIT Lincoln Labs Presentation Assessment

From the discussion... Slides Toolkit

Gen Al risk frameworks must be both an extension of current thinking and a unique artifact,

which regulators will expect.
e Current frameworks (MITRE ATLAS) help standardize terminology but they are a work in progress.
e This is like other threats, we can use some existing controls, detection capabilities will need to adapt,

accelerate.
¢ |dentifying risk in GenAl will require a collaborative effort, specialized GenAl security talent.

Board Presentation Case Studies: ACSC Resource:

Risk Frameworks and the GenAl Challenge Sample Risk
Framework

Jenn Cook Bob Huber

Global Leader, IRM Strategy, Chief Security Officer & « . L.

Planning & Governance Head of Research The business conversation is

Manulife Tenable the risk conversation,

everything needs to roll up to

) ) business risk.”
From the discussion...

Moving from strategic to technical/operational controls is always going to be the biggest

challenge.
o Different frameworks have varying levels of prescriptiveness.
e Aggregating controls requires collaboration across the business, security, legal and risk.
e Frameworks don’t set priorities. That is part of a deeper conversation with cyber, risk, and the business.

From the speakers to the audience members, the expertise and perspectives offered were
robust, thoughtful, focused and respected. Both the Al discussion and the opening legal
discussion [on incident reporting] were insightful and brought home experiences that
resonated with my table discussion. An excellent experience.

- Howard Panensky,
Partner, Pierson Ferdinand, former Marsh Sr. Executive


https://drive.google.com/file/d/13BA_t1bg7p0MfhDC4-QWsG2FRkPXQVvC/view?usp=drive_link
https://drive.google.com/file/d/13BA_t1bg7p0MfhDC4-QWsG2FRkPXQVvC/view?usp=drive_link
https://drive.google.com/file/d/1OdWOQ7v4peeuGH77rmfPkoBvTdAub5qB/view?usp=drive_link
https://drive.google.com/file/d/1OdWOQ7v4peeuGH77rmfPkoBvTdAub5qB/view?usp=drive_link
https://drive.google.com/file/d/1OdWOQ7v4peeuGH77rmfPkoBvTdAub5qB/view?usp=drive_link
https://drive.google.com/file/d/1OdWOQ7v4peeuGH77rmfPkoBvTdAub5qB/view?usp=drive_link
https://drive.google.com/file/d/1OdWOQ7v4peeuGH77rmfPkoBvTdAub5qB/view?usp=drive_link
https://drive.google.com/file/d/1ZzBYC67uGiLFZQySI79RZ8-h0EHCK8yh/view?usp=drive_link
https://drive.google.com/file/d/1ZzBYC67uGiLFZQySI79RZ8-h0EHCK8yh/view?usp=drive_link
https://drive.google.com/file/d/1ZzBYC67uGiLFZQySI79RZ8-h0EHCK8yh/view?usp=drive_link
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CYBER RISK GOVERNANCE WORKSHOP
PARTICIPANT LIST

First Name Last Name Company Job Title
Bill Brown Abacus Insights CISO & CIO
Tom Gregory Abacus Insights Director, Information Security
Eireann Connolly Black Kite Chief Revenue Officer
Paul Paget Black Kite CEO
Brian Harmon Blue Mantis Account Manager
Bill Kavanaugh Blue Mantis Senior Account Executive
Steve MaclLellan Broadcom/VMware Advisory CISO
Tom McDermott Commonwealth of Mass - EOTSS Risk Counsel
Christine Horan Commonwealth of Massachusetts Deputy Chief Risk Officer
Jerry Layden CyberSaint CEO
Avi Gesser Debevoise & Plimpton LLP Partner
Fred Kneip Diligent Head of Platform Adoption
Jennifer Doherty Draper CSO/CIo
David Gomes Eclypses Chief Executive Officer
Christian Hamer ElevateBio VP, Head of Information Security
Cara Bradley Everbridge Deputy General Counsel
Eric Hussey Finastra CISO
Colin Zick Foley Hoag LLP Partner
Erin Joe Google - Office of the CISO Senior Executive, Cybersecurity
Eddie Connolly Google Account Executive
Cendrine Ippersiel Google Field Marketing Manager
Matthew Bein Google Customer Engagement
Bart Pacillo Google Field Sales Representative
Sonya Ross Harvard University Director, Risk Strategy & Financing
Dr. Mark Maybury Lockheed Martin Vice President, Commercialization
Jenn Cook Manulife Glob. Leader, IRM Strategy, Planning & Gov.
Benjamin Sapiro Manulife VP, Global Head of Cyber Security
Veronica Mohan Manulife/John Hancock AVP & Sr Counsel Glob. Privacy & Cyber
Neil Clauson Mimecast Regional CISO
. Sr. Director, Associate General Counsel,
Shana York Mimecast and Chief Compliance Officer
Curt Heintz MIT Lincoln Laboratory Deputy CIO
Scott Mancini MIT Lincoln Laboratory Acting CISO
Bob Solis MIT Lincoln Laboratory CIO
Marc Zissman MIT Lincoln Laboratory Assoc Head, Cyber Sec & Info Sci Div.
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CYBER RISK GOVERNANCE WORKSHOP
PARTICIPANT LIST

First Name Last Name Company Job Title

Bob Nesbit MITRE, Defense Science Board SVP (ret)

Christopher Bacey Munich Re Global Cybersecurity & Risk Comm
Greg Brinkman Munich Re Head of Global Cyber Defense

Angela Homm Munich Re Chief Risk Officer

Greg Press Munich Re Global Head of Info Tech Security Office
Alexis Goltra Northeastern University Chief Privacy Officer

Harry Hoffman Northeastern University Assoc VP - Chief Info Tech & Security
Joel Jacobs Phenomenati Managing Director

Howard Panensky Pierson Ferdinand, LLP Partner

Tony Faria Point32Health Chief Information Security Officer

Larry Johnson Point32Health Security Manager

Cydnee Spillane Point32Health Attorney

Larry Wilson Point32Health Manager - Cyber and Information Security
Rupal Kharod Recorded Future Ethics & Compliance Manager

Fred Cohn Schneider Electric Digital Risk Leader

Pat Ford Schneider Electric CISO Americas Region

Sushant Kumar Schneider Electric Info Sec & Project Management Analyst
Gernette Wright Schneider Electric IT Security Officer

Robert Huber Tenable CsoO

Brendan Arbuckle The Jackson Laboratory Cio

Chris Bernard The Jackson Laboratory CISO

Dan Hoag The Jackson Laboratory SVP, General Counsel & Corporate Sec.
Sohail Igbal Veracode CISO

Ash Wolf Veracode Senior IT Risk & Compliance Analyst
Greg Bosworth VHB Clo

Skip Thomas VHB CISO

Todd Humphreys WEI CyberSecurity GTM Leader

Shawn Murphy WEI Cybersecurity Architect

Aimee Barricelli Security Consulting Principal and former CISO

Peter Lefkowitz Risk Advisory Consulting Principal

Karen Brownell ACSC Conference Manager

Jim Dinneen ACSC Chief Operating Officer

William Guenther ACSC Executive Chairman

John McKenna ACSC President & CISO Advisor

Sarah Waters ACSC Conference Designer
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2ND ANNUAL CYBER RISK GOVERNANCE
SPRING WORKSHOP

A unique network of CISOs, CIOs, Risk Officers, and Legal Counsels collaborating to
benchmark and develop board-level practice

“An excellent event with impressive members who will advance security

and benefit from all you do.”
- Erin Joe, Cybersecurity Executive, Google Office of the CISO
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