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Promise of Al and GAI



http://www.youtube.com/watch?v=uFbtLHsKaLY&t=84



http://www.youtube.com/watch?v=10ENWUrzj-o

A GenAl Application: Software Development
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Attacking the Software Development System

Attack the

Attack the . .
. Unsupervised Supervised model(s), e.g.,
in . . E— . . —
training daFa, Pre-Training Fine-Tuning reverse
| €& POISONING Initial engineering
Attack the Model
training
Process mall collection of source "Codt;fofr factorial”
. [ . . “Code for sorting” - .
Large collectin - mples rods, with corresponding totetor g | Training
Phase
Attack the Generation
generation zoid printDivisors(int n) Phase
process for i:n:ni%-ilj.ie;- n; i++)
printf("%d ", i);
}
Prompt” “Give me S Code Generatit Y —p |/ orier coe
code for factoring g I ,_
integers” shimse Mo rmei i
} return 0;

Output




GenAl Threats - Examples

Threats from an adversary Threats from an adversary
attacking my use of GenAl using GenAl against me
e Training data are exfiltrated e Social engineering ar speed, scale and with
e Models are exfiltrated high-fidelity to gain unauthorized access
Confidentiality e Models are reverse engineered, exposing IP
or PHI or PII
) e [P or PHI or Pll leaked into commercial GenlA
Conventional system
Cyber
Threats e Training data are poisoned e Fake training data generated with
Integrity e Models are corrupted high-fidelity at speed and scale leading to
poor performance of other GenAl systems
—_— e Data and/or models are held for ransom e Extremely high-fidelity email and web site
Availability :
flooding at speed and scale
e System underperforms due to inadequate e Disinformation campaign at hitherto
training or incomplete testing unexperienced speed and scale

e |Pinfringement due to insufficient licensing of
training data

e Lack of IP protecting for GenAl-generated
material

e GenAl output misleads recipients into
thinking it was human-generated

GenAl-specific Threats

Successful attacks could have reputational, financial and legal consequences
e



DeepFakes Arms Race

FAKE PHOTO

e BBC Deepfake Quiz - increasingly hard for humans to detect fakes

e Recent Examples:
o Fake Pentagon Explosion via verified Twitter account, retweeted by RT and e e AL
others, market drops $500B i
o Fake Biden Robo Call in NH Primary Fako obocallof Biden sent o Now Hampshi <

e Deepfakes Study (Nature 2024)

o Test subjects: Nationally representative panels from RAND Corp, 761 unique 18+
year old individuals from the American Life Panel (ALP), 740 from K-12 principals at
American School Leader Panel (ASLP) ASLP, and 642 teachers from the American
Teacher Panel (ATP). i “m FENCE APPEARS OFF...
Results: 27-50% of people cannot distinguish authentic from deepfake videos B
Vulnerability increases with age and trust of info sources - S
Adults and educators most susceptible compared to students
Vulnerability increases with exposure!

O O O O

e Reality Defender (Ben Colman) detects deepfakes (they contrast nation
state capability vs. criminal “cheapfakes”) for clients like Taiwanese
government, NATO, media organizations and large banks.

https://apple.news/ACZ04WepgSPKaiPmsvFiHUQ

BBC News Source:



https://www.bbc.co.uk/bitesize/articles/zcg8mbk
https://www.nbcnews.com/tech/misinformation/fake-picture-explosion-pentagon-spooks-twitter-rcna85659
https://www.bbc.com/news/world-us-canada-68064247
https://apple.news/ACZ04WepgSPKqiPmsvFiHUQ

Transparency Example: GAI Model Cards

e Why: Promote transparency and accountability (ref “Nutritional Labels”)

e What
o Model details: version, training and test data, licenses, contacts
o Intended use
o Performance metrics
O

Evaluation procedures e.g., Voter demographics: performance across culture,
race, age, gender, location

o Ethics: Privacy, fairness, potential harms

e Who: Policymakers, organizations, developers, privacy/security experts, end users

e Example Model Cards
o Meta and Microsoft: Llama 2, research paper
o OpenAl's GPT-3 model card, research paper
o Google's face detection model card,
o |IBM Al Factsheet

References:
Desai, A. 5 things to know about Al model cards
A “Nutrition label” for privacy, 5th Symposium on Usable Privacy and Security, 2009.



https://ai.meta.com/blog/llama-2/
https://ai.meta.com/research/publications/llama-2-open-foundation-and-fine-tuned-chat-models/
https://github.com/openai/gpt-3/blob/master/model-card.md?ref=nocode.ai
https://arxiv.org/abs/2005.14165
https://modelcards.withgoogle.com/face-detection?ref=nocode.ai
https://dataplatform.cloud.ibm.com/docs/content/wsj/analyze-data/factsheets-model-inventory.html?context=cpdaas
https://iapp.org/news/a/5-things-to-know-about-ai-model-cards/
https://dl.acm.org/doi/10.1145/1572532.1572538

Some Threat Mitigation Strategies

e Develop appropriate policies for
o Use of commercial, cloud-based GenAl systems
o Assessment of the claims made by the GenAl system vendors
o Marking, tracking, testing of IP produced by GenAl systems

e Acquire and use local GenAl systems for sensitive applications
e Track evolving legal landscape re: IP infringement of web-scraped data

e Train staff to be vigilant re: deep fakes

e Maintain heightened vigilance re: cyber attacks on GenAl systems
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Summary

e Al-enabled systems are taking the world by storm

e Risks are manifest

o Newthreatson C, I and A
o New threats that are specific to GenAl

e Risk frameworks are nascent and probably incomplete

o E.g., MITRE ATLAS (atlas.mitre.org) and NIST Al RMF*
o Not obvious (yet) how to prioritize limited mitigation resources again various types
of risk

e All levels of the organization, from practitioners up to the board,
need to work to mitigate the risks of Al and GenAl while exploiting
the value

w

* See https://nvlpubs.nist.gov/nistpubs/ai/NIST.Al.100-1.pdf






